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Section 1. Legislative findings and declaration. The legislature here-
by finds that individuals in today's society must engage in a wide vari-
ety of commercial, financial and other transactions with local and
national businesses, educational institutions and other organizations.
These transactions freguently involve the transfer of information that
is inherently private, which the individual would prefer not to reveal.

The legislature further finds that, when engaging in these trans-
actions, many individuals appropriately assume that the information
being provided will be treated as confidential and will not be digsem-
inated to others. The information generally is necessary solely to
complete the transaction and to deliver the necessary goods or services,
and further sale or dissemination of that personal, private informaticon
to others is not a conseguence anticipated or desired by the consumer.

The Ilegislature further finds that, despite the strong interest that
individuals have in preserving confidentiality of this private informa-
tion, details about their finances, habits, purchasing preferences and
backgrounds are routinely sold or otherwise released for commercial or
other purposes. The rapid evolution of information technology enables
many individuals and entities to gain access to private, personally
identifiable information without the knowledge and consent of the person
to whom the information relates. As a result, there has been a dramatic
proliferation of large electronic databases containing an array of
sensitive details about New York residents. The existence of these data-
bases and the disclosure of confidential personal information has led to
numercus adverse CONSeqUENCcEes including: (1) the rapid increase in
identity fraud crimes; (2) the proliferation of fraudulent, misleading,
intrusive and deceptive telephone, direct mail and internet solicita-

tions; (3) undue embarrassment for individuals whe have had private
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information revealed without their consent; and (4) the dissemination of
incorrect information which has led to the denial or refusal of housing,
employment, insurance and other services and opportunities,

The legislature therefore finds and declares that there are insuffi-
cient contrels on the entities that compile and disseminate this infor-
mation and that it is in the public's and state's interest to establiszh
protections limiting the collection and distribution of perscnal dinfor-
mation. Although this could he accomplished by prohibiting all sale or
disclosure of personal information by third parties, the Ilegislature
recognizes that =such a broad prohibition would unduly restrict some
legitimate uses of the information. The legislature finds that organiza-
tions that collect and sell personal information and lists for profit,
present a significant threat to the protection of personal privacy; and
that the restrictions imposed by this legislation on the activities of
such information brokers will meaningfully and substantially advance the
state's interest in protecting personal privacy in a manner that is
narrowly tailored to avoid undue impact on other rights.

§ 2. The general business law ic amended by adding a new article 32-3
to read as follows:

ARTICLE 32-A

FROTECTION OF CONFIDENTIAL PERSONAL INFORMATION

Section 676. Definitions.

E76-a. Collection and distribution of personal information by

individual reference services providers.

876-b. Collection and distribution of persomal information by

marketing list brokers.

676-c. Exclusion lists.

E76-d. Penalties.
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676=e., Civil liability.

§ 676. Definitions. For purposes of this article the following terms

shall have the following meanings:

1. "Affiliate" shall have the Same meaning as provided in section nine

hundred twelve of the business corporation law.

2. "Confidential personal information" means the following informatien

relating to an identifiable data subject: (a) social security informa-

tion, including but not limited to social security number; (b) mother's

former and current names; (ec) birth date; (d) non-published telephone

numbers:; (e) records of telephone calls made and received; (f) income;
(g) bank account and investment information: (h) tax information; (i}

organization memberships and donatione; (j) purchasing information or

preferences; (k) medical information, including but not limited to

medical history; (1) driving record; (m) criminal record; or (n) history

of civil actions.

3. "Consumer reporting agency" shall have the same meaning as provided

in subdivision (e) of section three hundred eighty-a of this chapter.

4. "Data subject" means any natural person about whom confidential

personal information has been collected or is maintained.

5. "Exclusion lists" means the lists established and maintained by the

secretary of state, of data subjects residing in this state who have

reguested that their confidential personal information not be disclosed

by an information broker.

6. (a) "Information broker" means an individual reference services

provider or a8 marketing list broker.

(b) "Individual reference services provider" means any person who

primarily engages in the business of collecting, acsembling or maintain-

ing confidential personal information for the purpose of providing,
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directly or indirectly; reports containing such information about indi-

vidual data subjects to third parties for monetary compensation or other

consideration. & person or entity that engages in individual reference

services provider activities shall be presumed to be primarily engaged

in such practice if the revenue such person or entity derives from such

practice represents more than twenty percent of such person's or enti-

ty's professional service-related revenue.

[e) "Marketing list broker" means anv person who, for monetary compen-—

sation or other consideration, primarily engages in the husiness of

creating, assembling, evaluating or providing, directly or indirectly,

marketing reports. A person or entity that engages in marketing 1list

broker activities =shall be presumed to be primarily engaged in such

practice if the revenue such person or entity derives from such practice

represents more than twenty percent of such person's or entitv's profes—

sional service-related revenue.

For the purposes of this article, the terms “information broker",

"individual reference services provider" and "marketing list broker"

shall net include the following:

(i) the federal or state government or any political subdivision ther—

eof;

{ii) any person, when furnishing information to the federal or state

government or any political subdivigion thereof:

(iii) a consumer reporting agency, when engaged in the practice of

creating, assembling, evaluating, or providing a consumer Ieport or

investigative consumer report pursuant to article twenty-five of this

chapter;
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{iv) any person, when furnishing information to & consumer reporting

agency to be included in a consumer report or an investigative consumer

report pursuant to article twenty-five of this chapter:

{v) any person, other than a natural person, when communicating infor-—

mation solely among affiliates;

(vi) any person with an establiched busineses relationship with the

data subject;

(vii) news media organizations;

(viii) Jicen=z=ed private investigators when engaged in the business of

private investigator as defined in section seventy-one of this chapter,

except when providing information set forth in paragraph (a), (d), (e},

(g), (h) or (k) of subdivision two of this section; or

{ix) any labor union engaged in a practice or pursuant to a purpose

authorized by the National Labor Relations Act.

7. "Indiwvidual reference services report" means a report or resenta-
L. _~naiwvidil B

tion containing confidential personal information provided by an indi-

vidual reference services provider to another person for monetary

compensation or other consideration.

8. "Marketing list information" means the names, mailing addresses or

electronic mail addresses of data subjects.

8. "Marketing report" means a report or list containing marketing list

information regarding data subjects categorized or grouped by character-

isties, conditions, circumstances, traits, preferences or mode of

living.
10. "Person" means any natural person and any firm, organization,

partnership, association, corporation or other entity, except a not-for—

profit organizationm.
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§ 676-a. Collection and distribution of perscnal information by indi=-

vidual reference services providers., 1. Right of indiwviduals to protect

confidential personal infarmation. Every data subiect shall have the

right to require that confidential personal information about such data

subject is excluded from anv individual reference services report by

providing notice either through a notification system established by the

individual reference services provider pursuant to subdivision three of

this section, or through the notification system maintained by the

secretary of state pursuant to section six hundred seventy-six—-c of this

article.

2. Withholding confidential persgnal information. Upon receipt of

notice that a data subiject does not want confidential personal informa-

ticn revealed, whether notification is provided through the svstem

established pursuant to subdivision three of this section or through the

gystem maintained pursuant to section six hundred seventy-six—c of this

article, every individual reference services provider shall be prohibit-

ed from disclosing confidential personal information about that data

subject, unless the data subject provides written consent to the disclo-

sure. En election by a data subject under this section shall be effec-

tive with respect to the individual reference gservices provider and

every affiliate, agent and emplovee of the individual reference services

provider, on the date on which the data subject notifies the individual

reference services provider, except that nc penalties may be Iimposed

under this section for disclosures made within five business davs after

receipt of such election if the individual reference services provider

establishes that the information was disclocged in response to a request

received prior to the receipt of such election and that the individual

reference gervices provider took all reasonable steps to prevent such
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disclosure from occurring. Notification from a data subject that all

confidential personal information must be withheld shall remain in

effect until the data subject rescinds such election.

3. HNWotification of election to have confidential personal information

withheld. Every individual reference services provider shall establish

and maintain a notification system through which a data subject may

elect to have all confidential personal information on such data subiject

excluded from any individual reference services report provided by the

individual reference eervices provider. The individual reference

services provider shall accept requests in writing or by telephone and

shall establish a toll-free telephone number for this purpose., Each

individual reference services provider that maintains files on data

subjects on a nationwide basis shall establish and maintain such notifi-

cation gsystem Jointly with affiliated individual reference services

providers. Under no circumstances may any information about an individ—

ual acguired through the notification system be disclosed in any indi-

vidual reference services report or otherwise, except to a government

agency or pursuant to & court order.

4. FWotice of request for and disclocure of confidential personal

information. Every individual reference services provider shall send a

written notice to a data subject whenever the individual reference

services provider has provided an individual reference services report

concerning the data subject:; except that no such notice shall be given

when a report is provided to a governmental agency or pursuant to a

gourt order. The notice shall clearly and conspicucusly describe the

following: (a) the name, address and the telephone number of the person

who requested the individual reference services report; (b) the date of

such reguest; (c) that the data subject has the right to receive a copy
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of the report free of charge annually and to receive additional copies

at a fee not exceeding eight dollars: (d) that the data subject has the

right to request that econfidential personal information be withheld from

future reports; and (e) the data subject's rights under this section and

section six hundred seventy-six—c of this article. Such notice shall be

printed in no smaller than twelve point tvpe and shall be sent no later

than the date when such individual reference services report i= sent to

the requesting perscon.

3. Disclosure of individual reference servipes Ieport to data subject.

Every data subject shall have the right to obtain all information about

such data subject in the files of an individual reference services

provider pursuant to the progedures set forth in this subdivision.

l1a) Fvery individual reference services provider shall, upon request

and proper identification of any data subiject, clearly and accurately

disclose to the data subject the nature, contents, and substance of all

information in its file pertaining to the data subject, or deliver to

the data subject a2 copv of all such information, including any codes or

keys necessary to interpret such information. In addition, the individ=-

ual reference services provider shall provide the data subdect with the

name and address of the recipients of anvy individual reference services

Ieports regarding the data subject provided within the twelve-month

pericd preceding the regquest, other than reporte provided to a govern-

mental agency or pursuant to a court order. The individual reference

services provider may not impose any fee or charge upon the data subject

for the disclosure required by this subdivigion, provided that a fee of

not more than eight dollars may be charged if the data subiject has

requested and received such a report within the prior twelve months.
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(b) If a data subject regquests disclosure of information in the files

of an individual reference services provider without providing suffi-

cient proof of identity, the individual reference services provider

shall advise the data subject of the information required to establish

such proof of identity. No information ghall be disclosed to a data

subject unless and until the data subject provides sufficient proof of

identity. Information received by an individual reference services

provider for the purpose of establishing proof of identity mav not be

used for any other purpose and may not be disclosed in an individual

reference services report or otherwise, except to 4 government agency or

pursuant to court order.

BE. Notice of rights of data subjects. Every individual reference

services provider, upon contact by a data subject by telephone, regular

mail, electronic mail or in person regarding information which may be

contained in the individual reference services provider's files regard-

ing that data subject, shall notify the data subject of +the rights

established by this section and section six hundred seventy—six—c of

this article. If the contact is made by telephone or in person, the

individual reference services provider shall provide such notice orally

at the time of such conversation or, if contact is by electronic mail or

in writing, such notice shall be in writing, in a clear and conspicuous

format in no smaller than twelve point type.

7. Protection of confidential persconal information. Every individual

reference services provider shall establish appropriate administrative,

technical and physical safequards to ensure the security and confiden-

tiality of records and to protect against any anticipated threats or

hazards to their security or integrity which could result in substantial
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harm, embarrassment, inconvenience or unfairness to any data subject

about whom information is maintained.

§ 676-b. Collection and distribution of personal information by

marketing list brokers. 1. Right of exclusion from marketing reports.

Every data subject shall have the right to have marketing list informa-

tion about the data subiect excluded from marketing reports issued by

marketing list brokers by providing notice either directly to the

marketing list broker or through the notification system maintained by

the secretary of state pursuant to section gix hundred seventy-six—-c of

this article.

2. Removal of data subjects from marketing reports. Upon receipt of

notice that a data subdect doesz not want marketing list information

included in any marketing report, every marketing list broker shall be

prohibited from including such marketing list information in any market-

ing report, unless the data subject provides written comsent to the

inclusion of such information. &n election by a data subject under this

section shall be effective with respect to the marketing Iist broker,

andé every affiliate, agent and employee of the marketing 1ist broker, on

the date on which the data subject notifies the marketing list broker,

except that no penalties may be imposed under this section for diselo-

sures made within five business davs after receipt of such election if

the marketing list broker proves that the information was diseclosed in

response to a reguest received prior to the receipt of such election and

that the marketing list broker took all reasonable steps to prevent such

disclosure from occurring. Notification from a data subject that market-

ing list information must be withheld shall remain in effect until the

data subject rescinds such election.
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3. Disclosure of marketing list report to data subiject, Every data

subfject =hall have the right to obtain all information about suech data

subject in the files of a marketing list broker pursuant to the proce-

dures set forth in this subdivision.

{a) Every marketing list broker shall, upon request and proper idern-—

tification of any data subiect, clearly and accurately disclose to the

data subdiect the nature, contents, and substance of all information in

its file pertaining to the data subject, or deliver to the data subject

a copy of all =uch information, including any codes or keys necessary to

interpret such information. In addition, the marketing list broker shall

provide the data subject with the name and addresses of the recipients

of any marketing reports regarding the data subiect provided within the

twelve-month period preceding the regquest, other than reports provided

to a govermmental agency or pursuant tc a8 court order. The marketing

list broker may not impose any fee or charge upon the data subject for

the disclosure required by this subdivision, provided that a fee of not

more than eight dollars may be charged if the data subject has requested

and received such a report within the prior twelve months.

(b) If a data subject reguests disclosure of information in the files

of a marketing list broker without providing sufficient proof of identi-

ty, the marketing list broker shall advise the data subject of +he

information required to establish such proof of identity. Mo information

shall be disclosed to a data subject unless and until the data subject

provides sufficient proof of identity. Information received by a market—

ing list broker for the purpose of establishing proof of identity may

not be used for any other purpose and may not be disclosed in a market-

ing report or otherwise, except to a government agency or pursuant to a

court order.
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4. Notice of rights of data subjects. Every marketing list broker upon

contact by a data subject by telephone, regular mail, electronic mail or

in person regarding information which may be contained in the marketing

1ist broker's files regarding that data subject, shall notify the data

subject of the rights established by this section and section six

bundred seventy-six—c of this article. If the contact is= made by tele-

phone or in person, the marketing list breoker shall provide such notice

orally at the time of such conversation, or if the contact is made by

electronic mail or in writing, such notice shall he in writing in a

clear and conspicuous format and in no smaller than twelve point type.

5. Protection of marketing list information. Every marketing list

broker shall establish appropriate administrative, technical and phys-

ical safequards to ensure the security and confidentiality of records

and to protect against anv anticipated threats or hazards to their secu-

rity or integrity which could result in substantial harm, embarrassment,

inconvenience or unfairness to any data subject about whom information

is maintained.

§ 676—c. Exclusion lists. 1. The secretary of state shall ectablish

and opperate, or enter into an agreement with another person who is not

an information broker to establish and operate, the following two exclu—

gion lists: (a) an individual reference services provider exclusion list

consisting of the data subjects who do not want their confidential

personal information disclosed in  any information reference services

reporty; and (b) a marketing broker exclusion list consisting of the data

subjects who do not want their marketing 1ist information included in

any marketing report.

2. Each exclusion list shall include all data subjects who have moti-

fied the secretary of state that they wieh to be included on the list or
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have otherwise indicated that they do not wish to have their confiden-

tial personal information disclosed in anvy information reference

services report or to have their marketing list information included in

any marketing report. The name and other identifying information of

gach data subject shall remain on the exclusion lists until the data

subject rescinds his or her notification, and the secretary of state may

by regulation provide for other circumstances under which removal may he

made. The exclusion lists shall be published at least guarterly in hard

copy and may be made available in other formats at the discretion of the

secretary of state.

3. Notwithstanding any other provision of law, no information broker,

or any affiliate, agent or employee of such information broker, shall

igsue or cause to be issued any report containing confidential personal

information or marketing list information relating to any data subject

iisted in the most recent relevant exclusion Jliet published by the

secretary of state; provided that no penalties may be imposed under this

section for any disclosures within five businese dayes after the publica-

tion of the exclusion list relating to any data subject listed for the

first time in such exclusion list, if the information broker establishes

Ehat the information was disclosed in response to a request received

prior to the publication of the list and the information broker took all

reasonable steps to prevent such disclosure from ocecurring,

4. The secretary of state shall promulgate rules or regqulations which

specify:

(a2) the methods by which members of the public will be advised that

the exclusion lists have been created and that data subjects have the

right to be added to the lists:
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(b) the methods by which a data subject may give notice to the secre-

tary of state or other entity operating the exclusion list that =uch

data subject must be listed on the exclusion list:

(c) the methods by whirch a data subject may revoke a notice previously

given and be removed from the exclusion list:

{d) the methods by which any information broker may obtain access to

the exclusion list: and

(e) such other matters that the secretary of state deems necessarv to

implement this =ection.

5. The secretary of state may impose a charge on information brokers

in an amount calculated to defray the costs of compiling and maintaining

the exclusion lists. If such exclusion lists are compiled and maintained

by an entity other than the secretary of state, the agreement entered

into shall specify the amount that =such entity shall be permitted to

charge information brokerzs for obtaining access to the exclusion lists.

In no case may a data subject be charged for being included in the

exclusion list.

6. Information obtained for the purpose of compiling the exclusion

lists, ineluding but not limited to the names, addresses, electronic

mail addresses and telephone numbers of data subjects who regquest to be

added to the exclusion list, may be used only for the purpose of compli-

ance with this section or in a proceeding or action commenced pursuant

to thie section. Such information shall not be subject +to public

inspection or any other disclosure.

§ 676-d. Penalties. Whenever there shall be a violation of this arti-

cle or any rules or regulations promulgated pursuant to this article, an

application may be made by the attorney general in the name of the

pecple of the state of New York to a court or justice having jurisdic-
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tion to issue an injunction, and upcn notice to the defendant of mnot

fewer than five days, to enjoin and restrain the continuance of such

violations; and if it shall appear to the satisfaction of the court ar

justice, that the defendant has, in fact, violated this article an

injunction may be issued by such court or justice enjoining and

restraining any further violation, without requiring proof that any

person has in fact, been injured or damaged thereby. In any such

Proceeding, the court may make allowances to the attorney general as

provided in paragraph six of subdivision (a) of section eighty-three

hundred three of the civil practice law and rules, and direct restitu-

tion. Whenever the court shall determine that a violation of this arti-

cle has occurred, the court may impose & civil penalty of not more than

one thousand dollars per vigclation. TIn connection with any such proposed

application, the attorney general is authorized to take proof and make a

determination of the relevant facts and to issue subpoenas in accordance

with the civil practice law and rules. An action brought by the attorney

general may also include gther causes of actiomn.

§ 676-e. Civil liability. 1. In addition to the right of action grant-—

ed to the attorney general pursuant to this article;, any person who hag

had confidential personal information or marketing list information

disclosed in violation of this article may bring an action in his or her

own name to enjoin guch unlawful act or practice, an action +e recover

his actual damages or one thousand dollars, whichever is greater, o

both such actions. The court may, in its discretion, increase the awardg

of damages to an amount not to exceed three times the actual damages or

five thousand dollars, whichever is greater, for each willful or knowing

viclation. The court may award reasonable attorney's fees to a prevail-

ing plaintiff.
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2. The remedies, duties, prohibitions and penalties provided in this

article are not exclusive and are in addition to all other causes of

action, remedies, and penalties provided by law.

§ 3. The executive law is amended by adding a new section 101 to read

as follows:

§ 101, Exclusion lists. The secretary of state shall establish and

maintain two exclusion 1lists pursuant to article thirty-two-2 of the

general business law.

§ 4. Severability. If any clause, sentence, paragraph, section or part
of this act shall be adjudged by any court of competent jurisdietion +to
be invalid, such Jjudgment shall not affect, impair or invalidate the
remainder thereof, but shall be confined in it= operation to the clause,
sentence, paragraph, section or part thereof directly involved in the
controversy in which such judgment shall have been rendered.

§ 5. This act shall take effect on the one hundred eightieth day after
it shall have become a law, provided however that the secretary of state
shall promulgate such rules or regulations as are necessary to implement

this act within 150 days after enactment.



