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to amend the penal law, in relation
to computer crimes

The People of the State of New

York, represented in Senate and
Assembly, do enact as follows:
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Section 1. The penal law is amended by adding two new sections 156,40
and 156.41 to read as follows:

§ 156.40 Criminal use of encryption in the second degree.

A person ig gquilty of criminal use of encryption in the second degree

when he or she intentignally uses or attempts to use encryption to:

1. commit, further, facilitate or promote conduct constituting a

Crime;

2. conceal the commission of anv crime:

3. conceal or protect the identity of a person who has committed any

crime; or

4. prevent, impede, delay or disrupt the normal cperation or use of a

computer, computer program or computer system,

Criminal use of encryption in the second degree is a clase A misdemea-—

ner.

156.41 Criminal use of encryption in the first degree.

A person is quilty of eriminal use of encryption in the first degree

when he or she commits the crime of criminal use of encryption in the

second degree and he or she:

1. does so with an intent to commit or attempt to commit or further

the commission of a felony;

2. does so with an intent to conceal the commission of any felony:

3. does so with the intent to protect the identity of a person who has

committed any felony: or

4. has been previously convicted of any crime under this article,.

Criminal use of encrypticon in the first degree is a class E felony.

§ 2. Subdivision 6 of section 156.00 of +the penal law, as added by

chapter 514 of the laws of 1986, is amended to read as follows:
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6. "Uses a computer or computer service without authorization" means
the wuse of a computer or computer service without the permission ocf, or
in excees of the permission of, the owner or lessor or someone licensed
or privileged by the owner or lesszor [after notice to that effect to the
user of the computer or computer service has been given by:

(a) giving actual notice in writing or orally to the user; or

{b) prominently posting written notice adjacent to the computer being
utilized by the user; or

(e) a notice that is displayed on, printed out on or announced by the
computer being utilized by the user. Proof that the computer is
programmed tc automatically display, print or announce such netice or a
notice prohibiting copying, reproduction or duplication shall be
presumptive evidence +that such notice was displayed, printed or
announced].

§ 3. Bection 156.00 of the penal law is amended by adding a new subdi-
vision 8 to read as follows:

B. "Encryption" means any protective or disruptive measure, including,

without limitation, cryptography, enciphering or encoding, which:

(2) causes or makes any data, information, image, program, signal or

sound unintelligible or unusable: or

(b) prevents, impedes, delays or disrupts access to any data, informa-

tion, image, program, signal or sound.

§ 4. Section 215.35 of the penal law is amended to read as follows:
§ 215.35 Tampering with physical evidence; definitions of terms.
The following definitions are applicable to secticn 215.40:
1. "Physical evidence" means any article, cbject, document, record,

property of any kind, or other thing of physical substance [which is or

is about to be produced or used as evidence in an official proceedingl,
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including but not limited to computer programs, computer data and

computer services as defined in section 156.00 of this chapter.

2. "Dfficial proceeding” means any action or proceeding, investigation

or inquiry conducted by or before a legally constituted judicial, legis-
lative, administrative or other governmental agency or official, in
which evidence may properly be received or gathered.

3. "Encryption" means any protective or disruptive measure, including

but not limited to cryptography, enciphering or encoding, which: (a)

causes or makee any data, information, image, program, signal or sound

unintelligible or unusable: or (b} prevents, impedes, delavs or disrupts

access to any data, information, image, program, signal or sound.

§ 5. Section 215.40 of the penal law is amended to read as follows:
§ 215.40 Tampering with physical evidence.
& person is guilty of tampering with physical evidence when:
1. With intent that it be used or introduced in, or believing that it

has been reguested or may be gathered during or pursuant to an official

proceeding or a prospective official proceeding, [he] such person: (a)

knowingly makes, devises or prepares false physical evidence, or (b)
produces or offers such evidence at such a proceeding knowing it to be
false; or

2. Believing that certain physical evidence [is about to] has been or

may be requested, gathered, produced or used in or pursuant to an offi-

cial proceeding or a prospective official proceeding, and intending to
prevent such production or use, [he] such person suppresses it by any
act of concealment, alteration, encryption or destruction, or by employ-
ing force, intimidation or deception against ANy pEISON.

3. No electronic communications service or remote computing service,

as defined under the federa electronic communications privacy act,

1




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

2B

02/11/05 5 05714-03=-5

which is acting within the ordinary course of business, shall be gbli-

gated to retain customer information and/or content unless in receipt of

an official reguest to retain physical evidence.

Tampering with physical evidence is a class [E] D felony.

§ 6. Paragraph (c) of subdivision 5 of section 156.00 of the penal
law, as added by chapter 514 of the laws of 1986, is amended and a new
paragraph (d) is added to read as follows:

(e) 1is not and is not intended to be available toc anyeone other than
the person or persons rightfully in possession thereof or selected
persons having access thereto with his or their consent and which
accords or may accord such rightful possessors an advantage over compet-
itors or other persons who do not have knowledge or the benefit there—

of[.]; or

{d) contains reccrds of the employment, =salary, credit or other finan-

cial or persconal information relating to another person and such records

are accessed after the time at which a person knows or reasonably should

know that he or she is without authorization to view the information

displavyed.

§ 7. Subdivisions 1 and 2 of section 156.10 of the penal law, as added
by chapter 514 of the laws of 1986, are amended to read as follows:

1. he does so with an intent to commit or attempt to commit or further
the commission of any felony; [or]

2. he thereby knowingly gains access to computer material[.]; oz

§ B. Section 156.10 of the penal law is amended by adding a new subdi-

vision 3 to read as follows:

3. he gains access to such computer or computer service by using a

card, code or other means of access, or any combination thereof, that he

knows to be forged or stolen, or through use of a fictitious identity.
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§ 9. The opening paragraph of section 156.20 of the penal law, as
amended by chapter B9 of the laws of 1993, is amended to read as
follows:

& person is guilty of computer tampering in the fourth degree when he
uses or causes to be used a computer or computer service and having no

right to do so he intentionally alters in any manner or destroys,

damages or conceals computer data or a ccgputer program of another
PErsOon.

§ 10. Subdivisions 3 and 4 of section 156.35 of the penal law, as
amended by chapter B89 of the laws of 1993, are amended to read as
follows:

3. he intentionally altere in any manner or destroys, damages or

conceals computer material: or

4. he intentionally alters in any manner or destroys, damages or

conceals computer data or a computer program so¢ as to cause damages in

an aggregate amount exceeding one thousand dollare,
§ 1l. The opening paragraph of section 156.26 of +the penal law, as
added by chapter B9 of the laws of 1993, is amended to read as follows:
& person is guilty of computer tampering in the second degree when he
commits the crime of computer tampering in the fourth degree and he: (1)

intentionally alters in any manner or destroys, damages or conceals

computer data or a computer program so as to cause damages in an aggre-

gate amount exceeding three thousand dollars; or (2) does so with the

intent to endanger public safety, including, but not limited to, inter—

rupting or impairing the providing of services by any public or private

utility or by any state, county or local governmental agency, public

carrier or public communication service.
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§ 12. The opening paragraph of section 156.27 of the penal law, as
added by chapter 89 of the laws of 1993, is amended to read as follows:

R person 1is guilty of computer tampering in the first degree when he
commits the crime of computer tampering in the fourth degree and he

intentionally alters in any manner or destroys, damages or conceals

computer data or a computer program so as to cause damages in an aggre-
gate amount exceeding fifty thousand dollars.

§ 13. Bubdivision 2 of section 115.00 of the penal law, as added by
chapter 422 of the laws of 1978, is amended to read as follows:

2. to a person under sixteen years of age who intends to engage in
conduct which would constitute a crime, he, being over eighteen vears of
age, engages in conduct which provides such person with means or oppoIr-—
tunity for the commission thereof and which in fact aids such person to
commit a crime[.]; or

§ 14. BSecticn 115.00 of the penal law is amended by adding a new
subdivision 3 to read as follows:

3. to a person who intends to commit a crime, he engages in conduct

which includes the intentional disclosure of a computer password, iden-

tifying code, personal information number, or other confidential _infor-

mation about a computer security system which provides such person with

means or opportunity for the commission thereof and in fact aids such

person to commit a crime,

§ 15. Paragraph (a) of subdivision 1 of section 460.10 of the penal
law, as amended by chapter 4B9 of the laws of 2000, is amended to read
as follows:

(a) 2&ny of the felonies set forth in thisg chapter: sections 120.05,
120.10 and 120.11 relating to assault; sections 125.10 to 125.27 relat-

ing te homicide; sections 130.25, 130.30 and 130.35 relating to rape:
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sections 135.20 and 135.25 relating to kidnapping; section 135.65 relat-
ing to coercion; sections 140.20, 140.25 and 140.30 relating to
burglary; sections 145.05, 145.10 and 145.12 relating to criminal
mischief; article one hundred fifty relating to arson; sections 155.30,

155.35, 155.40 and 155.42 relating +to grand larceny; section 56.10

relating to computer trggpass, sections 156.25, 156.26 and 156.27 relat-

ing to computer tampering, section 156.30 relating to unlawful dupli-

cation of computer related material, section 156.35 relating to eriminal

possession of computer related material, section 156.41 relating to

criminal wu=se of encryption, article one hundred sixty relating to

robbery; sections 165.45, 165.50, 165.52 and 165.54 relating to criminal
possession of stolen property; sections 170.10, 170.15, 170.25, 170.30,
170.40, 170.65 and 170.70 relating to forgery; sections 175.10, 175.25,
175.35, 175.40 and 210.40 relating to false statements; sections 176.15;
176.20, 176.25 and 176.30 relating to insurance fraud; sections 178.20
and 17B.25 relating to criminal diversion of prescription medications
and prescriptions; sections 180.03, la0.08, 180.15, 1B0.25, 180.40,
180.45, 200.00, 200.03, 200.04, .200.10, 200.11, 200.12, 200.20, 200.22,
200.25, 200.27, 215.00, 215.05 and 215.19 relating to bribery; sections
150.40 and 190.42 relating to criminal usury; section 180.65 relating to
schemes to defraud; sections 205.60 and 205.65 relating to hindering
prosecution; sections 210.10, 210.15, and 215.51 relating to perjury and
contempt; section 215.40 relating to tampering with physical evidence:
sections 220.06, 220.09, 220.16, 220.1B, 220.21, 220.31, 220.34, 220.39,
220.41, 220.43, 220.46, 220.55 and 220.60 relating to controlled
substances; sections 225.10 and 225.20 relating to gambling; sections
230.25, 230.30, and 230.32 relating to promoting prostitution; sections

235.06, 235.07 and 235.21 relating to obscenity; [section] sections
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263.05, 263.10, 263.11, 3263.15 and 263.16 relating to [promoting an
obscene] sexual performance by a child; sections 265.02, 265.03, 265.04,
265.11, 265.12, 265.13 and the provisions of section 265.10 which
constitute a felony relating to firearms and other dangerous weapons;
and sections 265.14 and 265.16 relating to criminal sale of a firearm;
and section 275.10, 275.20, 275.30, or 275.40 relating to unauthorized
recordings; and sections 470.05, 470.10, 470.15 and 470.20 relating to
money laundering; or

§ 16. This act shall take effect on the first of November next

succeeding the date on which it shall have become a law.



