
Ad-Aware is an anti-spyware program distributed by Lavasoft.  According to the1

company’s website (www.lavasoftusa.com), “Ad-Aware is designed to provide advanced
protection from known Data-mining, aggressive advertising, Parasites, Scumware, selected
traditional Trojans, Dialers, Malware, Browser hijackers, and tracking components.”  
Ad-Aware has been awarded PC Magazine Editors’ Choice Award by a panel of PC Magazine
editors and leading industry experts.
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AFFIDAVIT OF VANESSA IP

State of New York )
) ss.:

County of New York )

I, Vanessa Ip, hereby declare as follows:

1. I am an Investigator with the Internet Bureau of the New York State Attorney

General’s Office, a position I have held since May 2000.  My work address is 120 Broadway,

Third Floor, New York, NY  10271.  I make this declaration based upon my personal knowledge

of the facts set forth herein.

2. Between November 2004 and February 2005, I conducted a number of

investigative tests, through Attorney General office undercover computers, to record “spyware”

or “adware” from Intermix Media, Inc. (“Intermix”) being uploaded and installed onto computers

without notice or consent.  I have set forth the results of those tests herein, including the websites

from which the downloads occurred, and the disclosures – or lack thereof – presented to users.  I

have attached as exhibits hereto all relevant screen shots of these tests.

MyCoolScreen.com: “Hot Jalapeno Dance” Screensaver Download

3. On November 15, 2004, I logged onto the Internet from an undercover computer

located at 120 Broadway, New York, NY.  I ran scans for existing spyware on the computer’s

hard drive, using the programs Ad-Aware SE Personal Edition  and Spybot Search &1

http://www.lavasoftusa.com),


Spybot Search & Destroy is a program designed to “detect and remove spyware of2

different kinds from your computer,” according to its website (www.spybot.info). The software
was named the best “Anti-Spyware Scanner” of 2004 by PCWorld.com.  All Spybot scans
invariably generate five entries for “DSO Exploit” which is not indicative of any resident
spyware programs.

During my test of the Jalapeno Dance screensaver (as well as during my tests of3

the Gobbler Garden and Fairy Wonderland screensavers described infra), the only mention I
detected of any bundled spyware programs was contained in the End User License Agreement
that I was not required to view either before or after installation.  For more details, see the
Affirmation of Justin Brookman, ¶¶ 26-29.
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Destroy.   At that time, the programs indicated the hard drive to be free of spyware.  (See Exhibit2

A-1, which are true and correct images of the result screens.) 

4. I opened the C:\Program Files folder to view a listing of the seventeen files

located within that folder.  (See Exhibit A-2, which is a true and correct image of the window.)

5. I next opened Internet Explorer and the <www.msn.com> start page appeared. 

(See Exhibit A-3, which is a true and correct image of the browser window.)

6. In the address bar, I typed the website address <www.thunderdownloads.com>. 

The browser window redirected to <www.mycoolscreen.com/?pc=tdr> and the My Cool Screen

homepage appeared.  On this homepage, “Hot Jalapeno Dance” was advertised as “Cool Screen

No. 1.”  Neither this page – nor any other leading up to the download of a MyCoolScreen.com

screensaver – made any mention of any bundled spyware programs.   (See Exhibit A-4, which are3

true and correct images of the browser window.)

7. I clicked on the link to “Download Now” the “Hot Jalapeno Dance” screensaver. 

I was then automatically directed to the “Hot Jalapeno Dance” screensaver download page.  This

screen consisted of a picture of dancing peppers, a description of the screensaver, a large button

reading “Download For Free” and two notices reading “Virus-Checked: Passed” and “Spyware-

http://www.safer-networking.org).
http://www.msn.com
http://www.thunderdownloads.com
http://www.mycoolscreen.com/?pc=tdr
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Checked: Passed.”  Beneath all this was a small statement stating “By downloading this

screensaver, you agree to our Terms of Service.”  (See Exhibit A-5 which is a true and correct

image of the browser window.)

8. When I clicked on the “Terms of Service” link, a small pop-up window opened

containing a portion of the MyCoolScreen.com End User License Agreement.  The window

could not be enlarged, but I was able to scroll down through the small screen to view the

remainder of the license agreement over three screens.  I was not required to view or explicitly

agree to the License Agreement before downloading and installing the “Hot Jalapeno Dance”

screensaver.  (See Exhibit A-6, which are true and correct images of the browser window and

pop-up window.)

9. I closed the pop-up window, clicked on the orange “Download for Free” button on

the  “Hot Jalapeno Dance” screensaver download page and was directed to the My Cool Screen

Survey Page.  The survey requested that I enter a title, first name, last name, email address, date

of birth, zip code and country.  I attempted to advance without providing this information, by

clicking on the “Continue” button, but a pop-up window appeared and insisted that I enter the

requested data.  (See Exhibit A-7, which is a true and correct image of the browser window and

pop-up window.)

10. I clicked “OK” to close the pop-up window, and entered the required information. 

(See Exhibit A-8, which is a true and correct image of the browser window.)

11. I clicked “Continue” and was directed automatically to the “Outstanding Offers!”

page on which several MyCoolScreen partners were advertised.  (See Exhibit A-9, which are true

and correct images of the browser window.)
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12.  I clicked “No, thanks” to decline the offers and was then directed to another “Hot

Jalapeno Dance” download page and served two pop-up windows to commence download.  (See

Exhibit A-10, which is a true and correct image of the browser window and pop-up windows.)

13. In the File Download pop-up window, I clicked on the “Save” button to save the

“setup_jalapeno.exe” file.  After selecting a file location and clicking on the “Save” button, I was

served a pop-up window showing the progress of the file download process.  The window

eventually indicated when the download was complete.  (See Exhibit A-11, which is a true and

correct image of the browser window and  pop-up window.)

14. I clicked the “Open” button to launch the “Hot Jalapeno Dance” screensaver setup

file.  A pop-up window opened, showing the progress of the installation.  Upon completion, I

received another pop-up window indicating that the “jalapeno ScreenSaver Setup has completed

successfully.”  (See Exhibit A-12, which is a true and correct image of the browser window and 

pop-up windows.)

15. In the “Hot Jalapeno Dance” screensaver setup window, I clicked the “Yes”

button to “open the Screen Saver control panel.”  The “Display Properties” control window

opened.  Leaving all the settings at default, I clicked the “OK” button to close the window.  (See

Exhibit A-13, which is a true and correct image of the control window.)

16. I closed all active open browser windows and reopened Internet Explorer, upon

which I discovered that the screensaver download process had changed my start page – the page

to which my browser is directed upon opening – to <www.myfunstart.com/?pc=sshp>.  In

addition, the FloGo Search toolbar was added to the browser window, beneath the Internet

Explorer address bar.  (See Exhibit A-14, which is a true and correct image of the browser

http://www.myfunstart.com/?pc=sshp.


Intermix was named “eUniverse” prior to June 15, 2004.  Because of the recent4

name change, many anti-spyware programs still identify Intermix spyware programs as coming
from eUniverse.
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window and pop-up window.)

17. I opened the C:\Program Files folder for a listing of the files located within that

folder.  This listing indicated that four new folders had been added during the screensaver

download process: Dynamic Toolbar, FlowGoBar, IncrediFind and Screensavers.  (See Exhibit

A-15, which is a true and correct image of the window.)

18. I launched the Windows Add/Remove utility through the Windows Control Panel

and was offered the option to remove FloGoBar Toolbar for IE, jalapeno ScreenSaver, and

KeenValue – but not IncrediFind.  (See Exhibit A-16, which is a true and correct image of the

window.)

19. I removed all three of these programs and received confirmation of the uninstalls. 

(See Exhibit A-17, which is a true and correct image of the window.)

20. I closed Add/Remove and ran a scan for existing spyware on the computer’s hard

drive using Ad-Aware SE Personal Edition.  Even after removing the three programs, the scan

turned up 41 objects, including many eUniverse  files, folders and registry keys indicating that4

the IncrediFind program (at least) remained on my computer.  (See Exhibit A-18, which are true

and correct images of the scan results.)

21. I then ran a scan for existing spyware on the unit’s hard drive using Spybot Search

& Destroy.  That scan identified 16 “problems,” including at least six entries indicating

eUniverse spyware programs.  (See Exhibit A-19, which is a true and correct image of the scan

results.)
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MyCoolScreen.com: “Gobbler Garden” Screensaver Download

22. On November 16, 2004, I downloaded the “Gobbler Garden” screensaver from the

MyCoolScreen website at <www.mycoolscreen.com>.  As I did with the “Hot Jalapeno Dance”

screensaver download, I ran scans for existing spyware on the computer’s hard drive before the

download, using the programs Ad-Aware SE Personal Edition and Spybot Search & Destroy.  At

that time, the programs indicated the hard drive to be free of spyware.  (See Exhibit B-1, which

are true and correct image of the pre-download results.)

23. I opened the C:\Program Files folder to view a listing of the seventeen files

located within that folder.  (See Exhibit B-2, which is a true and correct image of the window.)

24. I next opened Internet Explorer and the <www.msn.com> start page appeared. 

(See Exhibit B-3, which is a true and correct image of the browser window.)

25. I downloaded the “Gobbler Garden” screensaver by going through steps similar to

those outlined above for the “Hot Jalapeno Dance” screensaver.  Again, none of the pages

leading up to the download of the screensaver contained any mention of any bundled spyware

programs.  (See Exhibit B-4, which are true and correct images of the download screens.)

26. As with the “Hot Jalapeno Dance” download, the “Gobbler Garden” download

process added four new folders to Program Files (Dynamic Toolbar, FloGoBar, IncrediFind and

Screensavers) and changed my Internet Explorer start page to <www.myfunstart.com/?pc=sshp>. 

In addition, the FloGo toolbar was added to my browser window, beneath the Internet Explorer

address bar.  (See Exhibit B-5, which are true and correct image of the post-download results.)

27. Using the Windows Add/Remove utility, I removed the three Intermix programs

that were available for uninstall:  FloGoBar Toolbar for IE, gobblerGarden ScreenSaver, and

http://www.mycoolscreen.com
http://www.msn.com
http://www.myfunstart.com/?pc=sshp.
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KeenValue.  Again, IncrediFind was not offered as an option for removal.  (See Exhibit B-6,

which are true and correct images of the uninstall confirmations.)

28. I closed all windows and reopened the Internet Explorer and found that the FloGo

toolbar, which had been added to the browser window after the screensaver download, was

removed.  However, my start page was still set to <www.myfunstart.com/?pc=sshp>.   (See

Exhibit B-7, which is a true and correct image of the browser window.)

29. I ran a scan for existing spyware on the computer’s hard drive using Ad-Aware SE

Personal Edition.  Even after removing the three programs, the scan turned up 40 objects,

including several eUniverse files, folders and registry keys indicating that the IncrediFind

program (at least) remained on my computer.  (See Exhibit B-8, which are true and correct

images of the scan results.)

30. I then ran a scan for existing spyware on the unit’s hard drive using Spybot Search

& Destroy.  That scan identified 15 problems, including at least six entries indicating eUniverse

spyware programs.  (See Exhibit B-9, which is a true and correct image of the scan results.)

MyCoolScreen.com: “Fairy Wonderland” Screensaver Download

31. On December 8, 2004, I downloaded the “Fairy Wonderland” screensaver from

the MyCoolScreen website at <www.mycoolscreen.com>.  As I did with the “Hot Jalapeno

Dance” and “Gobbler Garden” screensaver downloads, I ran scans for existing spyware on the

computer’s hard drive before the download, using the programs Ad-Aware SE Personal Edition

and Spybot Search & Destroy.  At that time, the programs indicated the hard drive to be free of

spyware. (See Exhibit C-1, which are true and correct images of the result screens.) 

32. I opened the C:\Program Files folder to view a listing of the seventeen files

http://www.myfunstart.com/?pc=sshp.
http://www.mycoolscreen.com
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located within that folder.  (See Exhibit C-2, which is a true and correct image of the window.)

33. I next opened Internet Explorer and the <www.msn.com> start page appeared. 

(See Exhibit C-3, which is a true and correct image of the browser window.)

34. I downloaded the “Fairy Wonderland” screensaver by employing steps similar to

those outlined above for the “Hot Jalapeno Dance” screensaver.  Again, none of the pages

leading up to the download of the screensaver contained any mention of any bundled spyware

programs.  (See Exhibit C-4, which are true and correct images of the download screens.)

35. Upon completion of the download, I opened the C:\Program Files folder for a

listing of the files located within that folder.  This listing indicated that the same four folders had

been added during the “Fairy Wonderland” screensaver download process as during the “Hot

Jalapeno Dance” and “Gobbler Garden” screensaver download processes: Dynamic Toolbar,

FloGoBar, IncrediFind and Screensavers.  (See Exhibit C-5, which is a true and correct image of

the window.)

36. I closed Program Files and reopened Internet Explorer, and noted that the “Fairy

Wonderland” screensaver download process had also changed my start page to

<www.myfunstart.com/?pc=sshp>.  In addition, the FloGo toolbar was added to my browser

window, beneath the Internet Explorer address bar.  (See Exhibit C-6, which is a true and correct

image of the browser window.)

37. I then ran a scan for existing spyware on the computer’s hard drive using Ad-

Aware SE Personal Edition.  The scan turned up 113 objects, including several eUniverse files,

folders and registry keys indicating that the FloGo toolbar, KeenValue and IncrediFind had been

installed on my computer.  (See Exhibit C-7, which are true and correct images of the scan

http://www.msn.com
http://www.myfunstart.com/?pc=sshp
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results.)

38. I also ran a scan for existing spyware on the unit’s hard drive using Spybot Search

& Destroy.  That scan identified 27 problems, including at least 14 entries indicating eUniverse

spyware programs.  (See Exhibit C-8, which is a true and correct image of the scan results.)

39. Before deleting these programs, I visited random websites for approximately ten

minutes.  At intervals, I was served pop-up advertisements, including at least one for the phone

company Vonage which was identified as originating from the domain <www.keenvalue.com>

which is registered to eUniverse.  (See Exhibit C-9, which are true and correct images of the

browser windows and pop-up windows.)

40. At one point, I directed the browser to <www.search.netscape.com>.  Instead of

the Netscape search page, the browser automatically redirected me to the

<www.incredifind.com> search page.  (See Exhibit C-10, which is a true and correct image of

the browser window.)

41. Next, I opened Internet Explorer and typed into the browser window

<www.yhhaoo.com>, a variation of the popular website <www.yahoo.com>.  Instead of directing

me to the expected error message, the browser again automatically redirected to the

<www.incredifind.com> search page.  (See Exhibit C-11, which is a true and correct image of

the browser window.)

CursorZone.com Download

42. On November 16, 2004, I logged onto the Internet from an undercover computer

located at 120 Broadway, New York, NY.  I ran scans for existing spyware on the computer’s

hard drive, using the programs Ad-Aware SE Personal Edition and Spybot Search & Destroy.  At

http://www.keenvalue.com>
http://www.search.netscape.com
http://www.grip.com
http://www.search.netscape.com
http://www.yahoo.com
http://www.grip.com
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that time, the programs indicated the hard drive to be free of spyware.  (See Exhibit D-1, which

are true and correct images of the result screens.)

43. I next opened the C:\Program Files folder to view a listing of the seventeen files

located within that folder.  (See Exhibit D-2, which is a true and correct image of the window.)

44. I opened Internet Explorer, and in the address bar I typed the website address

<www.cursorzone.com>.  The CursorZone homepage appeared.  Neither this webpage – nor any

other leading up to the download of the CursorZone software – made any mention of bundled

spyware programs.  (See Exhibit D-3, which are true and correct images of the browser window.)

45. The first page requested personal information such as title, first name, last name,

email address, zip code, birth year and country.  I attempted to advance without providing the

information by clicking on the “Free access to our cursory library!” button, but was automatically

directed to a page indicating that all information was required to proceed.  (See Exhibit D-4,

which are true and correct images of the browser window.)

46. After providing the required information, I clicked on the red “Click here” button

to advance.  From there, I was directed to an “Outstanding Offers!” page through which I could

request information from up to four companies.  (See Exhibit D-5, which are true and correct

images of the browser window.)

47. I checked the “No” button for all four offers, and clicked on the “Continue” button

at the lower right of the “Outstanding Offers!” page.  A pop-up window requested that I “select

“Yes” to at least one offer or continue.”  (See Exhibit D-6, which is a true and correct images of

the browser window and pop-up window.)

48. I clicked the “Yes” button for the Dell Small Business offer, and left the

http://www.cursorzone.com>.
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remaining three offers checked at “No.”  After clicking on the “Continue” button again, I was

directed to another “Cursor Zone” download page indicating that the site was “Preparing to

Install Cursor Zone.”  (See Exhibit D-7, which is a true and correct image of the browser

window.)

49. I was then served two pop-up windows to commence download.  (See Exhibit D-

8, which is a true and correct image of the browser window and pop-up windows.)

50. In the File Download pop-up window, I clicked on the “Save” button to save the

“Cursor Zone” file.  The “Save As” pop-up window opened to request a location for the file. (See

Exhibit D-9, which is a true and correct image of the browser window and  pop-up window.)

51. After selecting a file location and clicking on the “Save” button, I was served a

pop-up window showing the progress of the file download process.  The window indicated when

the download was complete.  (See Exhibit D-10, which is a true and correct image of the

browser window and  pop-up window.)

52. I clicked the “Open” button to launch the “Cursor Zone” setup file.  A pop-up

window opened with information about a CursorZone Toolbar Setup.  This was the first mention

of any other programs bundled with the CursorZone software.  The screen provided a picture of

the toolbar, stating “Receive a Free GripPack with Pop-Up Blocker!”  This screen did not contain

any disclosure about Intermix’s redirect software, NetGuide.  The page also prominently

advertised: “No Adware!  No Spyware!”  (See Exhibit D-11, which is a true and correct image of

the browser window and  pop-up window.)

53. Above the picture of the toolbar was a statement asking users to “please click on

the following link and read our end user license agreement carefully.”  I clicked on the hyperlink
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to the “License Agreement” in the pop-up window and was directed to the web page located at

<www.cursorzone.com/index.cfm?action=terms> which displayed the first portion of the Cursor

Zone “End User License Agreement.”  By scrolling down the page, I was able to view the entire

the license agreement over four screens.  This license agreement was substantially identical to the

license agreement contained in the “Terms of Service” at <www.mycoolscreen.com>.  I was not

required to view or explicitly agree to this License Agreement before downloading and installing

the CursorZone software.  (See Exhibit D-12, which are true and correct images of the browser

window.)

54. I closed the License Agreement window and clicked on the “Accept” button to

accept the download in the “Cursor Zone Toolbar Setup” pop-up window.  I was then served a

pop-up to download a free “glophone.”  (See Exhibit D-13, which is a true and correct image of

the browser window and pop-up window.)

55. I clicked the “No thanks” button to decline the glophone download, and was

automatically directed to a pop-up to “Make MyFunStart My Start Page.”  (See Exhibit D-14,

which is a true and correct image of the browser window and pop-up window.)

56. I unchecked the default selection – indicating my wish to decline making

MyFunStart my start page – and clicked on the “Finish” button to complete the installation

process.  A new browser window launched: “Congratulations on downloading your GripPack!” 

(This page displayed a picture of the Grip toolbar but did not mention or describe the NetGuide

redirect program.)  In addition, the Grip toolbar was added to the browser window.  (See Exhibit

D-15, which are true and correct images of the browser window.)

57. I closed all open browser windows and opened the C:\Program Files folder for a

http://www.cursorzone.com/index.cfm?action=terms>,
http://www.mycoolscreen.com>
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listing of the files located within that folder.  This listing indicated that four new folders had been

added during the screensaver download: CursorZone, Grip, GripCZ20 and NetGuide.  (See

Exhibit D-16, which is a true and correct image of the window.)

58. In addition to the toolbar, Intermix had installed NetGuide, which redirects web

addresses much like Intermix’s IncrediFind program.  See Affirmation of Justin Brookman, ¶ 22. 

I reopened the Internet Explorer browser window and in the address bar typed in

<www.yaho.com>, a deliberate misspelling of the popular website <www.yahoo.com>.  Instead

of directing me to the expected error message, I was re-directed automatically to Intermix’s

website <www.grip.com>.  (See Exhibit D-17, which is a true and correct image of the browser

window.)

59. I closed Internet Explorer and launched the Windows Add/Remove utility through

the Windows Control Panel and was offered the option to remove Grip NetGuide and Grip

Toolbar.  (See Exhibit D-18, which is a true and correct image of the window.)

60. I removed the “Grip NetGuide” program through the Windows Add/Remove

utility and received a pop-up window confirmation when the uninstall completed.  (See Exhibit

D-19, which is a true and correct image of the pop-up window.)

61. I next removed the “Grip Toolbar” program through the Windows Add/Remove

utility and received  pop-up window confirmation when the uninstall completed. (See Exhibit D-

20, which is a true and correct image of the pop-up window.)

62. I closed all open windows and re-opened the C:\Program Files folder for a listing

of the files located within that folder.  After removing the “Grip NetGuide” and “Grip Toolbar”

programs, the CursorZone, Grip and NetGuide folders remained.  (See Exhibit D-21, which is a

http://www.yaho.com>.
http://www.yahoo.com>
http://www.grip.com>.
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true and correct image of the window.)

63. I closed Program Files and ran a scan for existing spyware on the computer’s hard

drive using Ad-Aware SE Personal Edition.  The scan turned up 14 objects, including several

eUniverse files, folders and registry keys.  (See Exhibit D-22, which is a true and correct image

of the scan results.)

64. I then ran a scan for existing spyware on the unit’s hard drive using Spybot Search

& Destroy.  That scan identified 8 problems, including at least 2 entries indicating eUniverse

spyware programs.  (See Exhibit D-23, which is a true and correct image of the scan results.)

Acez.com: “1 Nutty Santa” Screensaver Download

65. On November 30, 2004, I logged onto the Internet from an undercover computer

located at 120 Broadway, New York, NY.  I ran scans for existing spyware on the computer’s

hard drive, using the programs Ad-Aware SE Personal Edition and Spybot Search & Destroy.  At

that time, the programs indicated the hard drive to be free of spyware.  (See Exhibit E-1, which

are true and correct images of the result screens.)

66. I next opened the C:\Program Files folder to view a listing of the seventeen files

located within that folder.  (See Exhibit E-2, which is a true and correct image of the window.)

67. I next opened Internet Explorer and typed in the website address

<www.acez.com>.  The browser directed me to the Acez homepage.  Neither this page – nor any

other on the Acez.com website – made any mention of Intermix or any bundled spyware

programs.  (See Exhibit E-3, which are true and correct images of the browser window.)

68. I clicked on the “Download Now” hyperlink associated with the “Christmas

Screen Saver” and was automatically directed to the “1 Nutty Santa Download page.”  (See

http://www.acez.com>
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Exhibit E-4, which are true and correct images of the browser window.)

69. I then clicked on the “Details of this screensaver” hyperlink.  This page contained

a more detailed description of the screensaver, testimonials from Acez customers and two

disclaimers stating “No spyware and nagging screens.”  (See Exhibit E-5, which are true and

correct images of the browser window.)

70. I clicked on the “Download Now” link and was served four pop-up windows,

including two to commence the screensaver download.  (See Exhibit E-6, which is a true and

correct image of the browser window and pop-up windows.)

71. In the File Download pop-up window, I clicked on the “Save” button to save the

“1nuttySanta.exe” file.  The “Save As” pop-up window opened to request a location for the file. 

After selecting a file location and clicking on the “Save” button, I was served a pop-up window

showing the progress of the file download process.  The window indicated when the download

was complete.  (See Exhibit E-7, which is a true and correct image of the browser window and 

pop-up window.)

72. I clicked the “Open” button to initiate the “1 Nutty Santa” screensaver setup file,

launching the installation wizard, which directed automatically to the first installation screen. 

(See Exhibit E-8, which is a true and correct image of the window.)

73. I clicked on “Next” to advance and was brought to the first screen of the Acez

License Agreement.  The window could not be enlarged, but by scrolling down through the

screen, I was able to view the entire license agreement over ten screens.  (See Exhibit E-9, which

are true and correct images of the window.)

74. I clicked “Accept” and was asked for a destination to install the “1 Nutty Santa”
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screensaver.  (See Exhibit E-10, which is a true and correct images of the window.)

75. I clicked “Next” and received a disclosure screen with information about

installing a “Free Search Toolbar for Internet Explorer.”  Below a listing of the features of the

toolbar was a window containing the first seven lines of the SearchNugget Toolbar End User

License Agreement.  The window could not be enlarged, but by scrolling down through the

screen, I was able to view the entire agreement over nineteen screens.  (See Exhibit E-11, which

is a  true and correct image of the window.)

76. After declining the option to install the SearchNugget Toolbar, I clicked “Next”

and received a window asking me to install “$aveNow software.”  This windows stated that

$aveNow “Saves you Money.  Protects Your Privacy.  Keeps Software Free.”  It also contained a

long “License Agreement and Privacy Statement.”  By scrolling down through the screen, I was

able view the associated License Agreement and Privacy Statement, up to eight lines of text at a

time, over fifteen screens.  (See Exhibit E-12, which is a true and correct image of the window.)

77. After declining the option to install the SaveNow software, I clicked “Next”  to

advance to the next screen in the setup.  (See Exhibit E-13, which is a true and correct image of

the window.)

78. As directed, I clicked “Next” to start the installation and received a window

showing the progress of the “1 Nutty Santa” screensaver installation, and an onscreen

confirmation that the “1 Nutty Santa Screen Saver has been successfully installed.”  I clicked on

the “Finish” button to exit the installation.  (See Exhibit E-14, which are true and correct images

of the windows.)

79. I opened the C:\Program Files folder for a listing of the files located within that
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folder.  This listing indicated that two new folders had been added during the screensaver

download process: 1 Nutty Santa Screen Saver 2.3 and IncrediFind.  (See Exhibit E-15, which is

a true and correct image of the window.)

80. I closed Program Files and ran the scan for existing spyware on the computer’s

hard drive using Ad-Aware SE Personal Edition.  The scan turned up 26 objects, including many

eUniverse registry keys, files and folders indicating that IncrediFind was installed on my

computer.  (See Exhibit E-16, which are true and correct images of the scan results.)

81. I then ran the scan for existing spyware using Spybot Search & Destroy.  That

scan identified 13 problems, including at least six entries indicating eUniverse spyware

programs.  (See Exhibit E-17, which is a true and correct image of the scan results.)

82. I launched the Windows Add/Remove utility through the Windows Control Panel

and was offered the option to remove the 1 Nutty Santa Screen Saver – but not IncrediFind.  (See

Exhibit E-18, which is a true and correct image of the window.)

Acez.com: “Hearts in Love” Screensaver Download

83. On January 26, 2005, I logged onto the Internet from an undercover computer

located at 120 Broadway, New York, NY.  As I did before the “1 Nutty Santa” screensaver

download, I ran scans for existing spyware on the computer’s hard drive, using the programs Ad-

Aware SE Personal Edition and Spybot Search & Destroy.  At that time, the programs indicated

the hard drive to be free of spyware.  (See Exhibit F-1, which are true and correct images of the

result screens.)

84. I next opened the C:\Program Files folder to view a listing of the eighteen files

located within that folder.  (See Exhibit F-2, which is a true and correct image of the window.)
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85. I visited the Acez.com website at <www.acez.com> and clicked on the

“Download Now” hyperlink associated with the “Valentine’s Day Screen Saver.”  Neither this

page – nor any other on the Acez website – made any mention of Intermix or any bundled

spyware programs.  From there, I was automatically directed to the “Valentine’s Day

Screensavers page,” through which I was able to download the  “Hearts in Love Screensaver”

employing steps similar to those outlined above for “1 Nutty Santa Screensaver.”  (See Exhibit F-

3, which are true and correct images of the download screens.)

86. After accepting the terms of the “1 Nutty Santa” screensaver license agreement, I

received the window offering me the opportunity to download the “SearchNugget Toolbar.”  This

time, I did not de-select the default option to install the SearchNugget Toolbar.  (See Exhibit F-4,

which is a true and correct image of the window.)

87. I clicked “Next” and received the window offering me the opportunity to

download the “$aveNow software.” (See Exhibit F-5, which is a true and correct image of the

window.)

88. Leaving the default option to install the $aveNow software, I clicked “Next”  to

advance to the next screen in the setup.  (See Exhibit F-6, which is a true and correct image of

the window.)

89. As directed, I clicked “Next” to start the installation and received a window

showing the progress of the  “Hearts in Love” screensaver installation, and an onscreen

confirmation that the “Hearts in Love Screen Saver has been successfully installed.”  I clicked on

the “Finish” button to finish the installation.  (See Exhibit F-7, which is a true and correct image

of the window.)

http://www.acez.com>
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90. A window launched, showing the contents of the newly added Program File folder

“Hearts 1~3.”  (See Exhibit F-8, which is a true and correct image of the window.)

91. The “Display Properties” control panel window also opened.  Leaving all the

setting at the default, I clicked the “OK button to close the window.  (See Exhibit F-9, which is a

true and correct image of the control panel window.)

92. I also received a window confirming my installation of “Save!”  (See Exhibit F-

10, which is a true and correct image of the control window.)

93. I opened the C:\Program Files folder for a listing of the files located within that

folder.   This listing indicated that four new folders had been added during the screensaver

download process: Hearts in Love Screen Saver 2.3, Save, Sbar toolbar and IncrediFind.  (See

Exhibit F-11, which is a true and correct image of the window.)

94. In the address bar, I typed <www.search.netscape.com>.  Instead of the Netscape

search page, the browser automatically redirected me to the <www.incredifind.com> search page. 

(See Exhibit F-12, which is a true and correct image of the browser window.)

95. I then typed into the browser window <www.yhhoo.com>, a deliberate

misspelling of the popular website <www.yahoo.com>.  Instead of directing me to the expected

error message, the browser automatically redirected to <www.incredifind.com>.  (See Exhibit F-

13, which is a true and correct image of the browser window.)

96. I then ran a scan for existing spyware on the computer’s hard drive using Ad-

Aware SE Personal Edition.  The scan turned up 95 objects, including several eUniverse registry

keys, files and folders indicating that IncrediFind was installed on my computer.  (See Exhibit F-

14, which are true and correct images of the scan results.)

http://www.search.netscape.com>
http://www.incredifind.com>
http://www.yhhoo.com>
http://www.yahoo.com
http://www.incredifind.com
http://www.incredifind.com>.
http://www.incredifind.com>.
http://www.incredifind.com.
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97. I then ran a scan for existing spyware on the unit’s hard drive using Spybot Search

& Destroy.  That scan identified 24 problems, including at least six entries indicating eUniverse

spyware programs.  (See Exhibit F-15, which is a true and correct image of the scan results.)

JenniferLopez.net Download

98. On November 18, 2004, I logged onto the Internet from an undercover computer

located at 120 Broadway, New York, NY.  I ran scans for existing spyware on the computer’s

hard drive, using the programs Ad-Aware SE Personal Edition and Spybot Search & Destroy.  At

that time, the programs indicated the hard drive to be free of spyware.  (See Exhibit G-1, which

are true and correct images of the result screens.)

99. I next opened the C:\Program Files folder to view a listing of the eighteen files

located within that folder.  (See Exhibit G-2, which is a true and correct image of the window.)

100. I opened Internet Explorer and directed the browser to <www.google.com>.  In

the Google.com search bar, I entered in a search for “jenniferlopez.”  The <JenniferLopez.net>

site was among the first sites returned. (See Exhibit G-3, which is a true and correct image of the

browser window.)

101. I clicked on the hyperlink for “Jennifer Lopez JLo > pictures, wallpaper, pics,

movies, videos ...” and was directed to the <JenniferLopez.net> homepage.  Neither this page –

nor any other on the JenniferLopez.net site – made any mention of Intermix or any bundled

spyware programs.  As the page was being opened, a Security Warning window popped up

asking if I wanted to “install and run ‘Macromedia Flash Player 7.’”  (See Exhibit G-4, which is a

true and correct image of the browser window and pop-up window.)

102. I clicked “No” and the <JenniferLopez.net> homepage continued to load.  (See

http://www.cursorzone.com>.
http://www.JenniferLopez.net
http://www.JenniferLopez.net>
http://www.JenniferLopez.net
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Exhibit G-5, which is a true and correct image of the browser window.)

103. I clicked on the hyperlink for “Gallery” and was directed to the “Jennifer Lopez

JLo Gallery” page.  As the page was loading, I again received the pop-up window asking if I

wanted to “install and run ‘Macromedia Flash Player 7.’”  In the meantime, int the lower left

corner of the Internet Explorer browser window, the message appeared, reading: “Installing

components...baeor05.cab.”  (See Exhibit G-6, which is a true and correct image of the browser

window and pop-up window.)

104. I clicked “No” in the  window and another Security Warning window popped up

asking if I wanted to “install and run ‘FREE on-line games and special offers from Addictive

Technologies Partners.  In addition, get cash back on your online purchases from Shop at Home

Select.’”  (See Exhibit G-7, which is a true and correct image of the browser window and pop-up

window.)

105. I clicked “No” in the window and a box appeared with the message, “To install

latest AT-Games update, please click YES.”  (See Exhibit G-8, which is a true and correct image

of the browser window and pop-up window.)

106. I clicked “OK” to close the box and was served again with the Security Warning

window asking if I wanted to install and run “FREE on-line games and special offers from

Addictive Technologies Partners.”  In the lower left corner of the Internet Explorer browser

window, the message again appeared: “Installing components...baeor05.cab.”  (See Exhibit G-9,

which is a true and correct image of the browser window and pop-up window.)

107. I again clicked “No” in the window and a box appeared with the message, “This is

a 1 time install, once you click Open it will never pop up this message again.”  (See Exhibit G-10,
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which is a true and correct image of the browser window and pop-up window.)

108. I clicked “OK” to close the box was served two pop-up windows to commence

download of the file “baeor05.exe from www.addictivetechnologies.net.”  (See Exhibit G-11,

which is a true and correct image of the browser window and pop-up windows.)

109. I clicked “Cancel” on the pop-up window and closed all browser windows without

agreeing to the download.  I then opened the C:\Program Files folder for a listing of the files

located within that folder.  This listing indicated that four new folders had been added after my

visit to the JenniferLopez.net website: IncrediFind, MEGASEAR TOOLBAR, TV Media and

Web_Rebates.  (See Exhibit G-12, which is a true and correct image of the window.)

110. I closed Program Files and ran a scan for existing spyware on the computer’s hard

drive using Ad-Aware SE Personal Edition.  The scan turned up 230 objects, including many

eUniverse registry keys, files and folders indicating that IncrediFind and Updater were installed

on my computer.  (See Exhibit G-13, which are true and correct excerpted images of the scan

results.)

111. I then ran a scan for existing spyware on the unit’s hard drive using Spybot Search

& Destroy.  That scan identified 62 problems, including at least 14 entries indicating eUniverse

spyware programs.  (See Exhibit G-14, which are true and correct images of the scan results.)

Progplace.com: “Winter Wonderland” Animated Wallpaper Download

112. On January 25, 2005, I logged onto the Internet from an undercover computer

located at 120 Broadway, New York, NY.  I ran scans for existing spyware on the computer’s

hard drive, using the programs Ad-Aware SE Personal Edition and Spybot Search & Destroy.  At

that time, the programs indicated the hard drive to be free of spyware.  (See Exhibit H-1, which
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are true and correct images of the result screens.)

113. I opened the C:\Program Files folder to view a listing of the eighteen files located

within that folder.  (See Exhibit H-2, which is a true and correct image of the window.)

114. I next opened the C:\Program Files\Common Files folder to view a listing of the

six files located within that folder.  (See Exhibit H-3, which is a true and correct image of the

window.)

115. I opened Internet Explorer and directed the browser to the ProgPlace Software

Solutions website at <www.progplace.com>.  Neither this page – nor any other on the ProgPlace

site – makes any mention of Intermix or any bundled spyware programs.  (See Exhibit H-4, which

are true and correct images of the browser window.)

116. In the upper right of the homepage, I clicked on link to the “Winter Wonderland”

animated wallpaper.  A new window launched, directing me to the “Active Paper Downloads”

page.  (See Exhibit H-5, which are true and correct images of the browser window.)

117. The page offered two animated wallpapers for download: “Jungle Storm” and

“Winter Wonderland.”  I clicked on the “Download Now!” link for the “Winter Wonderland”

wallpaper and was served two pop-up windows to commence download. (See Exhibit H-6, which

is a true and correct image of the browser window and pop-up windows.)

118. In the File Download pop-up window, I clicked on the “Save” button to download

the “Winter_1.exe” (“Winter Wonderland” animated wallpaper) file.  I was served a pop-up

window showing the progress of the download process.  The window indicated when the

download was complete.  (See Exhibit H-7, which is a true and correct image of the browser

window and  pop-up window.)

http://www.progplace.com
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119. I clicked the “Open” button, and received a pop-up window to apply the animated

wallpaper.  (See Exhibit H-8, which is a true and correct image of the browser window and  pop-

up window.)

120. I clicked “OK” and received another pop-up window for an “End User License

Agreement and Privacy Policy.”  The window showed the first six lines of the end user license

agreement and privacy policy.  By scrolling through the window – which could not be enlarged –

I was able to view the entire document over twenty-two screens.  Upon careful inspection, it

appeared that the license agreement pertained to Intermix software and not the screensaver

software.  However, this document did not describe any Intermix spyware programs bundled with

the screensaver.  (See Exhibit H-9, which are true and correct images of the browser window and 

pop-up window.)

121. I clicked the button to accept the agreement and received an onscreen

confirmation that my “new animated wallpaper has been set.”  (See Exhibit H-10, which is a true

and correct image of the browser window and  pop-up window.)

122. I clicked the “Close” button and closed all active browser windows.  Next, I

opened C:\Program Files for a listing of the files located within that folder.  The listing indicated

that the “IncrediFind” folder had been added during the wallpaper download process.  (See

Exhibit H-11, which is a true and correct image of the window.)

123. I next opened the C:\Program Files\Common Files subfolder and found that the

“updater” folder had been added during the download as well.  (See Exhibit H-12, which is a true

and correct image of the window.)

124. I closed Program Files and ran a scan for existing spyware on the computer’s hard
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drive using Ad-Aware SE Personal Edition.  The scan turned up 38 objects, including many

eUniverse files, folders and registry keys indicating that IncrediFind and Updater were installed

on the computer.  (See Exhibit H-13, which are true and correct images of the scan results.)

125. I then ran a scan for existing spyware on the unit’s hard drive using Spybot Search

& Destroy.  That scan identified 18 problems, including 12 entries indicating eUniverse spyware

programs.  (See Exhibit H-14, which are true and correct images of the scan results.)

126. I opened Internet Explorer and in the address bar, I typed

<www.search.netscape.com>.  Instead of the Netscape search page, the browser automatically

redirected me to the <www.incredifind.com> search page.  (See Exhibit H-15, which is a true

and correct image of the browser window.)

127. I clicked on the “Remove” link at the bottom of the IncrediFind search page in an

attempt to uninstall the IncrediFind program and was directed to an error page at

<www.incredifind.com/downloads/remove.exe>.  (See Exhibit H-16, which is a true and correct

image of the browser window.)

128. I hit the “Back” button to return to the previous page and re-attempted to uninstall

the IncrediFind program by clicking on the link to “Having Trouble Uninstalling?”  I received a

pop-up window with more detailed instructions on the uninstall process.  (See Exhibit H-17,

which is a true and correct image of the browser window and pop-up window.)

129. I clicked on the “remove” hyperlink in the IncrediFind Uninstaller pop-up window

and was served two pop-up windows to commence download.  (See Exhibit H-18, which is a true

and correct image of the browser window and pop-up windows.)

130. In the File Download pop-up window, I clicked on the “Save” button to download

http://www.search.netscape.com
http://www.grip.com
http://www.incredifind.com/downloads/remove.exe
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the “remove.exe” (“IncrediFind Uninstaller” program) file.  The “Save As” pop-up window

opened to request a location for the file.  (See Exhibit H-19, which is a true and correct image of

the browser window and  pop-up window.)

131. After selecting a file location and clicking on the “Save” button, I was served a

pop-up window showing the progress of the file download process.  The window indicated when

the download was complete.  (See Exhibit H-20, which is a true and correct image of the

browser window and  pop-up window.)

132. I clicked the “Open” button to launch the “IncrediFind Uninstall” program file.  A

pop-up window opened, requesting confirmation of the uninstall.  (See Exhibit H-21, which is a

true and correct image of the browser window and  pop-up window.)

133. I clicked “Yes” and another pop-up window directed me to “close all Internet

Explorer Windows before proceeding with the uninstall.”  (See Exhibit H-22, which is a true and

correct image of the browser window and  pop-up window.)

134. I closed all open windows and clicked “OK” to finish uninstalling the IncrediFind

program.   I then re-opened Internet Explorer and in the address bar, I typed

<www.search.netscape.com>.  This time, instead of the Netscape search page, I received an error

message indicating that “The page cannot be displayed.”  (See Exhibit H-23, which is a true and

correct image of the browser window.)

135. I closed Internet Explorer and ran a scan for existing spyware on the computer’s

hard drive using Ad-Aware SE Personal Edition.  Despite removing the IncrediFind program

using Intermix’s own uninstaller, the scan turned up 37 objects, including many eUniverse files,

folders and registry keys indicating that Updater (at least) was still installed on the computer. 

http://www.search.netscape.com
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(See Exhibit H-24, which are true and correct images of the scan results.)

136. I then ran a scan for existing spyware using Spybot Search & Destroy.  After

removing the IncrediFind program, that scan still identified 18 problems, including 5 entries for

indicating eUniverse spyware programs.  (See Exhibit H-25, which are true and correct images

of the scan results.)

Weatherblaster.com Download

137. On February 7, 2005, I logged onto the Internet from an undercover computer

located at 120 Broadway, New York, NY.  I ran scans for existing spyware on the computer’s

hard drive, using the programs Ad-Aware SE Personal Edition and Spybot Search & Destroy.  At

that time, the programs indicated the hard drive to be free of spyware.  (See Exhibit I-1, which

are true and correct images of the result screens.)

138. I opened the C:\Program Files folder to view a listing of the seventeen files

located within that folder.  (See Exhibit I-2, which is a true and correct image of the window.)

139. I next opened the C:\Program Files\Common Files folder to view a listing of the

six files located within that folder.  (See Exhibit I-3, which is a true and correct image of the

window.)

140. I opened Internet Explorer and in the address bar typed in

<www.weatherblaster.com>.  The browser directed automatically to the PC WeatherAlert.com

website at <www.pcweatheralert.com>.  Neither this page – nor any other leading up to the

download of the PCWeatherAlert software – made any mention of Intermix or any bundled

spyware programs.  (See Exhibit I-4, which are true and correct images of the browser window.)

141. In the “Download Area” of the homepage, I clicked on the button to “Download

http://www.progplace.com
http://www.pcweatheralert.com>.
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Now!” and received a pop-up indicating the status of the download.  (See Exhibit I-5, which is a

true and correct image of the browser window and pop-up window.)

142. I then received a pop-up Security Warning window asking, “Do you want to

install and run ‘Quick Installer provides a comprehensive, safe, secure, end-to-end software

delivery installation suite.’”  (See Exhibit I-6, which is a true and correct image of the browser

window and pop-up window.)

143. I clicked “Yes” in the Security Warning window, and the window closed.  (See

Exhibit I-7, which is a true and correct image of the browser window and pop-up window.)

144.  The PCWeatherAlert Downloader progress window confirmed completion of the

download and a new “PC WeatherAlert 1.0 Setup” window launched beneath.  (See Exhibit I-8,

which is a true and correct image of the browser window and pop-up window.)

145. Without further action, I received a pop-up window indicating completion of

“WebRebates_Install Setup.”  (See Exhibit I-9, which is a true and correct image of the browser

window and pop-up window.)

146.  I clicked the “Close” button to exit the WebRebates installation window and was

able to view the first screen of the “PCWeatherAlert 1.0 Setup” window.   (See Exhibit I-10,

which is a true and correct image of the browser window and pop-up window.)

147. I then clicked “Next” to continue the installation and was directed to a screen

requesting a destination for the PCWeatherAlert program.  (See Exhibit I-11, which is a true and

correct image of the browser window and pop-up window.)

148. Leaving the location at the default setting, I clicked “Next” to continue and was

directed to a screen to choose a Start Menu folder for the PCWeatherAlert program’s shortcuts. 
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(See Exhibit I-12, which is a true and correct image of the browser window and pop-up window.)

149. Also leaving the folder name at the default setting, I clicked “Next” and was

directed to the final installation screen.  (See Exhibit I-13, which is a true and correct image of

the browser window and pop-up window.)

150. I clicked the “Install” button to complete installation and received onscreen

confirmation that “PCWeatherAlert has been installed on your computer.”  (See Exhibit I-14,

which is a true and correct image of the browser window and pop-up window.)

151. I clicked on the “Finish” button and received a pop-up window for the PC

Weather Alert sign up.  (See Exhibit I-15, which is a true and correct image of the browser

window and pop-up window.)

152. I attempted to advance without providing any personal information by clicking

“OK,” but was unable to proceed without providing name and email address.  I submitted the

information as required, and clicked “OK” to continue.  The PC Weather Alert program launched

in a new window.  (See Exhibit I-16, which is a true and correct image of the window.)

153. I next opened C:\Program Files for a listing of the files located within that folder. 

The listing indicated that seven files had been added during the “PC Weather Alert” download

process:  BullsEye Network, PCWeatherAlert, NaviSearch, CashBack, Bargain Buddy,

IncrediFind and Web_Rebates.  (See Exhibit I-17, which is a true and correct image of the

window.)

154. I next opened the C:\Program Files\Common Files subfolder and found that the

“updater” folder had been added during the download as well.  (See Exhibit I-18, which is a true

and correct image of the window.)
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155. I closed Internet Explorer and launched the Windows Add/Remove utility through

the Windows Control Panel and was offered the option to remove CashBack by BargainBuddy,

NaviSearch, The BullsEye Network, WebRebates (by TopRebates.com) and WebSpecials, but

not IncrediFind or Updater.  (See Exhibit I-19, which is a true and correct image of the window.)

156. I then ran a scan for existing spyware on the computer’s hard drive using Ad-

Aware SE Personal Edition.  The scan turned up 371 objects, including many eUniverse files,

folders and registry keys indicating that Incredifind and Updater were installed on the computer. 

(See Exhibit I-20, which are true and correct excerpted images of the scan results.)

157. I followed this with a scan for existing spyware using Spybot Search & Destroy. 

That scan identified 78 problems, including 13 indicating eUniverse spyware programs.  (See

Exhibit I-21, which are true and correct images of the scan results.)

TaskBuddy.com Download

158. On February 25, 2005, I logged onto the Internet from an undercover computer

located at 120 Broadway, New York, NY.  I ran scans for existing spyware on the computer’s

hard drive, using the programs Ad-Aware SE Personal Edition and Spybot Search & Destroy.  At

that time, the programs indicated the hard drive to be free of spyware.  (See Exhibit J-1, which

are true and correct images of the result screens.)

159. I opened the C:\Program Files folder to view a listing of the seventeen files

located within that folder.  (See Exhibit J-2, which is a true and correct image of the window.)

160. I next opened the C:\Program Files\Common Files folder to view a listing of the

six files located within that folder.  (See Exhibit J-3, which is a true and correct image of the

window.)
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161. I opened Internet Explorer and in the address bar typed in

<www.taskbuddy.com>.  The browser directed automatically to TaskBuddy’s homepage. 

Neither this page – nor any other leading up to the download of the TaskBuddy software – made

any mention of Intermix or any bundled spyware programs.  (See Exhibit J-4, which are true and

correct images of the browser window.)

162. At the bottom of the homepage, I clicked on the link to the “Terms of Use.”  A

new window launched with the “terms of use and end user license agreement for Taskbuddy.com

software and web site.”  The actual text of the agreement, however, was obscured by appearing

as white print on a white background.  (See Exhibit J-5, which are true and correct images of the

browser window.)

163. Only by highlighting the text with the cursor was I able to view and scroll through

the entire agreement over 12 screens.  (See Exhibit J-6, which are true and correct images of the

highlighted text within the browser window.)

164. I returned to the Taskbuddy.com homepage and clicked on the button for

download.  A pop-up window launched, displaying the first eleven lines of the TaskBuddy End

User License Agreement.  By scrolling through the window – which could not be enlarged – I

was able to view the entire agreement over seventeen screens.  The license agreement did not

mention Intermix or any bundled spyware programs.  (See Exhibit J-7, which are true and

correct images of the browser window and pop-up window.)

165. I agreed to the terms by checking the box at the bottom of the window and clicked

“Continue.”  A Security Warning window popped up asking, “Do you want to install and run

‘Quick Installer provides a comprehensive, safe, secure, end-to-end software delivery installation

http://www.progplace.com
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suite.’”  (See Exhibit J-8, which is a true and correct image of the browser window and pop-up

window.)

166. I clicked “No” to decline the installation and the window closed, revealing the

TaskBuddy Downloader window beneath.  (See Exhibit J-9, which is a true and correct image of

the browser window and pop-up window.)

167. Without further action, I was again presented with the Security Warning pop-up

window asking to install “Quick Installer.” (See Exhibit J-10, which is a true and correct image

of the browser window and pop-up window.)

168. This time, I clicked “Yes” to accept the installation and the window closed, again

revealing the TaskBuddy Downloader window.  (See Exhibit J-11, which is a true and correct

image of the browser window and pop-up window.)

169. Another pop-up window launched indicating completion of “WebRebates_Install

Setup.”  (See Exhibit J-12, which is a true and correct image of the browser window and pop-up

window.)

170. I clicked the “Close” button to exit the WebRebates installation window.  An

error window popped up indicating a RUNDLL error loading the “webspec.dll.”  (See Exhibit J-

13, which is a true and correct image of the browser window and pop-up window.)

171. I clicked “OK” to close the error window and was served another pop-up window

to download the “Free GoldenRetriever software.”  (See Exhibit J-14, which is a true and correct

image of the browser window and pop-up window.)

172. In the background, the TaskBuddy Installation wizard launched.  (See Exhibit J-

15, which is a true and correct image of the browser window and pop-up window.)
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173. I clicked “Exit” to decline installation of the GoldenRetriever software and was

presented with the first window of the TaskBuddy setup program.  (See Exhibit J-16, which is a

true and correct image of the window.)

174. I clicked “Next” to continue and was directed to a screen requesting a destination

location for the program.  (See Exhibit J-17, which is a true and correct image of the window.)

175. Leaving the location at the default setting, I clicked “Next” to continue and was

directed to a screen requesting a location for the TaskBuddy icons.  (See Exhibit J-18, which is a

true and correct image of the window.)

176. Again leaving the setting at default, I clicked “Next” to advance to the next screen

in the setup.  (See Exhibit J-19, which is a true and correct image of the window.)

177. As directed, I clicked “Next”to begin installation and received onscreen

confirmation that “TaskBuddy has been successfully installed.”  (See Exhibit J-20, which is a

true and correct image of the window.)

178. I clicked on the “Finish” button and received a pop-up window for the TaskBuddy

Registration.  (See Exhibit J-21, which is a true and correct image of the window.)

179. I provided the required information, clicked “Register,” and received a pop-up

message confirming the registration.  (See Exhibit J-22, which is a true and correct image of the

window.)

180. I clicked “OK” and the TaskBuddy program launched.  (See Exhibit J-23, which is

a true and correct image of the desktop.)

181. I closed all windows and opened C:\Program Files for a listing of the files located

within that folder.  The listing indicated that seven files had been added during the TaskBuddy
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download process:  BullsEye Network, TaskBuddy, NaviSearch, CashBack, Bargain Buddy,

IncrediFind and Web_Rebates.  (See Exhibit J-24, which is a true and correct image of the

window.)

182. I next opened the C:\Program Files\Common Files subfolder and found that the

“updater” folder had been added during the download, along with a “Designer” folder.  (See

Exhibit J-25, which is a true and correct image of the window.)

183. I ran a scan for existing spyware on the computer’s hard drive using Ad-Aware SE

Personal Edition.  The scan turned up 370 objects, including many eUniverse files, folders and

registry keys indicating IncrediFind and Updater were installed on the computer.  (See Exhibit J-

26, which are true and correct excerpted images of the scan results.)

184. I followed this with a scan for existing spyware using Spybot Search & Destroy. 

That scan identified 76 problems, including at least 13 indicating eUniverse spyware programs. 

(See Exhibit J-27, which are true and correct images of the scan results.)

185. I launched the Windows Add/Remove utility through the Windows Control Panel

and was offered the option to remove CashBack by BargainBuddy, NaviSearch, TaskBuddy, The

BullsEye Network, WebRebates (by TopRebates.com) and WebSpecials, but not IncrediFind or

Updater.  (See Exhibit J-28, which is a true and correct image of the window.)

186. I opened Internet Explorer and typed into the browser window

<www.yhhooo.com>, a variation of the popular website <www.yahoo.com>.  Instead of directing

me to the expected error message, the browser automatically redirected to the

<www.incredifind.com> search page.  (See Exhibit J-29, which is a true and correct image of the

browser window.)

http://www.search.netscape.com
http://www.yahoo.com
http://www.grip.com
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187. Next, I directed the browser to <www.search.netscape.com>.  Instead of the

Netscape search page, the browser again automatically redirected me to the

<www.incredifind.com> search page.  (See Exhibit J-30, which is a true and correct image of the

browser window.)

188. I next opened C:\Program Files to view the contents of five folders which had

been added during the TaskBuddy download:  BullsEye Network, TaskBuddy, NaviSearch,

CashBack and IncrediFind.  All but the IncrediFind folder contained an application for

removal/uninstallation.  (See Exhibit J-31, which are true and correct images of the folder

contents.)

189. I clicked on the Start button at the lower left corner of the Windows Desktop to

display the Start Menu contents.  Neither IncrediFind nor Updater was among the programs

listed.  (See Exhibit J-32, which is a true and correct image of the screen.)

190. Finally, I opened Internet Explorer and typed <www.search.netscape.com> into

the browser window.  As before, the browser automatically redirected me to the

<www.incredifind.com> search page.  (See Exhibit J-33, which is a true and correct image of the

browser window.)

191. I exited Internet Explorer by clicking on the “X” at the upper right corner of the

browser window, and was immediately served with two pop-up advertisements.  These pop-ups

were identified as originating from the domain <popups.ad-logics.com> which is registered to

eUniverse.  (See Exhibit J-34, which is a true and correct image of the pop-up advertisements.)

192. I repeated the process twice more –  attempting to exit from the

<www.incredifind.com> page by closing the browser window – and each time received a pop-up

http://www.search.netscape.com
http://www.grip.com
http://www.search.netscape.com
http://www.grip.com
http://www.popups.ad-logics.com>
http://www.incredifind.com>
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advertisement.  These pop-ups were also identified as originating from the domain

<www.popups.ad-logics.com>. (See Exhibit J-35, which are true and correct images of the pop-

up advertisements.)

Interview with Jeff Rajewski

193. On February 17, 2005, I participated in the Internet Bureau’s telephone interview

of Jeff Rajewski, the Chief Technology Officer of Intermix.  Ken Dreifach and Justin Brookman

also participated on behalf of the Internet Bureau.  William Heberer, Andrew DeVore and Matt

Fojut represented Intermix and Mr. Rajewski during the interview.

194. At one point in the interview, Mr. Rajewski explained the function that Intermix’s

“Updater” software performs on users’ computers.  He stated that Intermix uses this Updater

program to install new versions of its software programs onto users’ computers, sometimes with

added functionality.  For example, he noted that some versions of IncrediFind had been

“updated” to redirect a web request where the requested website was only temporarily

unavailable – as opposed to non-existent.

195. Mr. Rajewski explained that because Updater is permanently installed on a user’s

hard drive, there is no limit to what programs and functionality that Intermix could install

through Updater.  He added that Updater constantly sends update requests to Intermix servers,

checking to see if there are any newer versions of Intermix programs available for installation. 

He also noted that Updater always updates Intermix’s silently, never notifying the user that

Intermix is “updating” the software on the user’s computer.

196. Mr. Rajewski also confirmed that Updater would install a newly-available version

of Intermix software even if the previous version had been deleted by the user, either manually or

http://www.popups.ad-logics.com>
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through an anti-spyware software program.

I declare under penalty of perjury that the forgoing is true and correct.

Executed on April __, 2005.

_________________________
Vanessa Ip
Investigator
New York State Office of the Attorney General
Internet Bureau
120 Broadway
New York, NY 10271

Sworn to before me
this        day of April 2005.

_________________________
Geneva Johnson
Notary Public
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