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EXECUTIVE SUMMARY

 One year ago, in June 2013, New York State Attorney General Eric Schneiderman and San 
Francisco District Attorney George Gascón launched the Secure Our Smartphones (�SOS�) Initiative 
in response to the epidemic of smartphone theft and related violence. In 2013, thieves stole an 
estimated 3.1 million mobile devices in the United States, nearly double the number of devices stolen 
in 2012. Countless more were stolen internationally, leaving millions of victims in their wake. The theft 
of mobile devices, especially Apple iPhones, was so widespread, it inspired a new category of crime: 
�Apple Picking.� 

 To end a technology-oriented crime wave, the SOS Initiative pushed for a life-saving 
technological solution: a �kill switch� application to enable authorized users to remotely deactivate 
their stolen devices. 

 London Mayor Boris Johnson soon joined the SOS Initiative as a co-chair. From there, the 
initiative quickly grew into a broad-based, international coalition of more than 100 elected leaders, 
attorneys general, consumer advocates, and top law enforcement o�cials from major cities. The 
coalition urged industry stakeholders�wireless carriers, mobile device manufacturers, software 
developers, and industry trade groups�to work together, to adopt a kill switch as a default, opt-out 
solution on all mobile devices, and to save lives. 

 By reducing stolen phones to useless �bricks,� kill switches will diminish the secondary market 
for stolen phones and reduce the incentive for theft. Yet no wireless carrier or manufacturer o�ered a 
kill switch. Worse yet, industry voices, including the CTIA, the in�uential trade group for U.S. wireless 
carriers, �ercely opposed the technology, labeling it infeasible and unwise. 

 In its �rst year, the SOS Initiative caused a major shift in the smartphone industry and drew 
attention to developing a technological solution to the smartphone crime wave:

On September 18, 2013, Apple unveiled �Activation Lock,� a proof-of-concept kill switch V 
available (though not automatically enabled) on all iPhones running the iOS 7 operating 
system.  

In February 2014, in cooperation with District Attorney Gascón, California State Senator Mark V 
Leno introduced the �rst legislation that would require technological theft-deterrent features 
enabled on all smartphones sold in the state. 

In February and March 2014, Senator Amy Klobuchar and Representative Jose Serrano V 
introduced companion federal legislation to require carriers and manufacturers to make kill 
switch anti-theft solutions mandatory for all smartphones in the United States. 

On April 5, 2014, Samsung rolled out its own kill switch, dubbed �Reactivation Lock,� for certain V 
new Verizon and U.S. Cellular �Galaxy� devices.
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On April 15, 2014, the CTIA abandoned its opposition to a kill switch and announced a V 
�Smartphone Anti-Theft Voluntary Commitment,� in which AT&T, Sprint, T-Mobile, U.S. Cellular, 
Verizon Wireless, and others pledged to implement a kill switch-type solution on an opt-in 
basis.

On May 15, 2014, Minnesota became the �rst state to mandate a kill switch on all V 
smartphones. (Separate legislation is pending in California, Illinois, and New York.) 

With the release of this report on June 19, 2014, the SOS Initiative achieves two major milestones: 

Microsoft con�rms it will incorporate a kill switch-type theft-deterrence solution in the next V 
release of its Windows Phone operating system, which will run on all Nokia smartphones; and,

Google con�rms it will incorporate a kill switch-type theft-deterrence solution in its next V 
version of the Android operating system, the most popular mobile operating system 
worldwide.

 Preliminary statistics following Apple�s adoption of Activation Lock�the �rst kill switch 
commercially available in the United States�appear to validate the kill switch as an e�ective tool 
to deter smartphone crime. The report releases new crime statistics indicating that in the �rst �ve 
months of 2014, shortly after Apple introduced Activation Lock, the theft of Apple devices fell by 17 
percent in New York City, while thefts of Samsung products increased by 51 percent compared to the 
same time period in the previous year. Other cities experienced the same trend. In the six months after 
Apple introduced Activation Lock, iPhone thefts fell 24 percent in London and robberies fell 38 percent 
in San Francisco compared to the six months prior to Activation Lock. During the same period, thefts 
of other popular mobile devices increased. 

 The work of the SOS coalition continues. With the majority of phones still without an active 
kill switch, smartphone-related thefts and violence remain a tragic reality. Criminals have learned to 
target devices without available kill switches, increasing the importance of immediately implementing 
kill switches across all manufacturers. And because kill switches are available on an opt-in basis, not 
enough consumers are signing up�underscoring the urgency of the SOS call to make kill switches a 
standard, opt-out function on all phones. 

* * *
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INTRODUCTION 

 Smartphone technology has revolutionized our lives. With just a few swipes or keystrokes, we 
can communicate with each other via text, voice, and video, access multimedia content, and connect 
with the world. The devices are powerful, portable, and popular. 

 Perhaps unsurprisingly, a smartphone is also a magnet for thieves, who resell the device 
for quick cash after snatching it from a victim. In 2013 alone, thieves stole more than 3.1 million 
mobile devices in the United States and countless more around the world.  Seeking to end this crime 
wave, the Secure Our Smartphones (�SOS�) Initiative built a diverse, international coalition around a 
promising technological solution: a kill switch application to allow legitimate users to deactivate their 
stolen devices remotely. The coalition urged industry stakeholders�wireless carriers, mobile device 
manufacturers, software developers, and industry trade groups�to work together, to develop a kill 
switch for mobile devices, and to make it a default application on smartphones.

 Coming just one year into this e�ort, this report shares new data on the scope of the 
smartphone theft problem, outlines the growth and early successes of the SOS Initiative, including the 
increasingly broad acceptance in the smartphone industry for kill switch-type solutions, and explains 
the steps remaining to achieve the coalition�s core objectives. 

 The report is divided into four sections: 

“(1) SMARTPHONE THEFTS ARE DRIVING CRIME,”  describing the global mobile device crime wave and 
sharing new crime statistics from New York City, San Francisco, and London. 

�(2) THE SOS INITIATIVE IS FORMED TO ADVANCE AN EFFECTIVE TECHNOLOGICAL SOLUTION,� describing the 
promise of a kill switch solution, the emergence of the SOS coalition, and the e�orts to achieve 
broad adoption of a technological theft-deterrence measure.

“(3) THE SOS INITIATIVE ACHIEVES INDUSTRY ACCEPTANCE OF KILL SWITCH,” discussing the milestones to date 
in the SOS campaign to achieve widespread acceptance and implementation of a kill switch, 
including early results suggesting the e�ectiveness of kill switches. 

“(4) KEY OBJECTIVES REMAIN FOR THE SOS INITIATIVE,” outlining the four goals of the SOS Initiative as it 
enters its second year.
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SMARTPHONE THEFTS ARE DRIVING CRIME

 Smartphones are a magnet for thieves. By the end of last year, well over half of the U.S. 
population2 and more than one in �ve people around the globe owned a smartphone.3 Unfortunately, 
the same portable, computing power that is so appealing to consumers also attracts thieves. 

 New mass market smartphones can retail in the United States for nearly $1,000 when the price 
is not subsidized by a carrier.4 And in the weeks following introduction, coveted devices can fetch even 
higher prices on the international black market. Over time, even older devices retain substantial value. 
One study found a used Apple iPhone 4S still commanded US $200 on the secondary market�or 
more than a third of its out-of-the-box, carrier-subsidized purchase price of US $550�a year and a half 
after introduction.5 

 Smartphone-related thefts are on the rise globally. Consumer Reports estimated that, in 2013, 
thieves in the United States made o� with 3.1 million mobile devices�or nearly twice as many as 
they had stolen in 2012.6 And numerous countries around the world face a similar theft epidemic. 
A 2013 study found that one in three Europeans experienced the theft or loss of a mobile device.7 
Between 2009 and 2012, South Korea saw a �ve-fold increase in mobile device theft.8 And last year, 
criminals stole well over a million mobile devices in Colombia, a country with roughly one-seventh the 
population as the United States.9 

 Unsurprisingly, the lucrative black market in stolen devices has attracted organized crime. 
An Interpol report, for example, found that, every day, Latin American theft rings tra�cked in stolen 
mobile devices worth over a half million U.S. dollars.10 

 Mobile device theft has quickly become a major driver of robberies worldwide. In the U.S., 
the Federal Communications Commission estimated that one out of every three robberies involves 
a mobile phone.11 As discussed in the next sections, in 2013, a mobile device played a role in roughly 
half of all robberies in New York City, San Francisco, and London. 
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 New York City (United States)

 Mobile device thefts represent an increasing share of all thefts in New York City. Between 
2010 and 2013, the percentage of larcenies from a person involving a mobile device increased from 
47 percent to 55 percent, and the percentage of robberies involving a mobile device increased from 
40 percent to 46 percent. In 2013, more than one-quarter of all thefts and over half of grand larcenies 
from a person (55%) involved a mobile device. As re�ected in the chart below, between 2010 and 
2013, robberies not involving a mobile device fell by 12 percent, while the percentage involving 
mobile devices grew by nearly the same amount (13%).

Mobile Device Thefts Drove Increase in Thefts in New York City Between 2010 and 2013

Source: Data from a Joint Project of the Deputy Commissioners of Operations and Strategic Initiatives 

at the New York City Police Department 
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   San Francisco (California)

 Smartphone theft is responsible for the increasing number of robberies in San Francisco. The 
majority (59%) of the approximately 4,000 robberies in San Francisco in 2013 involved the theft of a 
smartphone. The victims of those robberies ultimately recovered less than one in ten stolen devices. 
As re�ected in the chart below, Apple devices constituted the vast majority (69%) of devices stolen in 
San Francisco robberies.* 

In 2013, More San Francisco Robberies Involved 
Apple Devices than All Other Companies Combined

Source: City and County of San Francisco Police Department

* As discussed in more detail below, the relative percentage of robberies involving devices from particular manu-
facturers is expected to shift as kill switches, like Apple�s Activation Lock, become more widely available.
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 London (United Kingdom)
 

Smartphones are a signi�cant driver of thefts in London. Mobile device thefts from a person 
more than doubled between 2010 and 2013, increasing from 16,141 stolen mobile devices in 2010 
to 32,872 in 2013. In 2013, nearly half (49%) of London robberies involved a mobile device. As shown 
on the chart below, despite a successful 2012 crackdown on mobile device theft, London police still 
received over 100,000 reports of stolen smartphones in 2013. 

The Problem of Smartphone Theft Persists in London

 
Source: London Metropolitan Police


